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Fallstudie zur BDSG-compliance Dr. Philip Groth IT Business Partner Oncology & Genomics AWS Enterprise Summit 24. März 2015, Frankfurt



What is the value of Genomics in Drug Discovery? Gleevec (1998): BCR-ABL mutated Chronic Myeloid Leukemia



•



5 year survival rate at 89%, with a relapse rate of about 17%



•



Before, 30% of patients survived for five years after being diagnosed



• •



Global sales (2013): $4.7 billion p.a. „Gleevec is an exceptional case, and the same success is not likely to be achieved with other cancers any time soon.” (Pray et al., Nat Ed, 2008)



Crizotinib (2010): EML4-ALK mutated Non-small-cell lung cancer



Sources: Druker et al., NEJM, 2006. Kantarjian et al., Blood, 2012. Shaw et. al., Nat Rev Drug Disc, 2011. Shaw et al., Lancet Oncology, 2011. Page 2 • Fallstudie zur BDSG-compliance • P. Groth • March 2015



• • • •



Before, no survivors within 5 years 57% response / 87% disease control rate Survival: 1st yr: 74% vs 44% Global sales (2013): $800 million p.a.



Data Privacy needs to be managed • Data privacy & security has highest priority •



Data belonging to a defined person may not be used in contradiction to the person‘s intent;



•



Data belonging to a defined person have to be protected from misuse;



•



Protection from misuse does always include that noone without a need to access the data gains access;



•



Data without individual information are much easier in regard to data protection.
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Risks in Case of Non-Compliance with Data Privacy Laws • Proposed new EU Data Protection Regulation • Fines up to 1M€ or 5% of a company’s worldwide annual sales • German data protection law • Fines of up to 300k€ per case



• Imprisonment of up to 2 years in case of wilful misconduct in order to obtain financial benefits • Deletion of data/destruction of samples upon administrative act • Comprehensive data protection audits by authorities



• For providers of human samples and data: responsibility under criminal law due to violation of obligation of professional confidentiality/discretion



•



Risk of reputational damages and subsequent strict supervision by authorities



• Risk to loose potential partners / sources
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Personal Data at Amazon Web Services Executive Summary Can we establish technical measures to safely store & process Genomic data at AWS?



• Business Case:



• 20k patient genomes for Genomics Analysis in China • Personal Genomic Data has to remain in China • Bayer has no local IT facilities • Amazon Web Services (AWS) has Data-Center near Beijing



• Assessment:



• Feasibility of using AWS to store & process Genomic Data according to legal & compliance requirements



• Out of scope :



• BDSG Section 4 ->regarding the scope of the contract with data provider



• In scope :



• Technical aspects of the Bayer Group Regulations & BDSG
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Personal Data at Amazon Web Services Main Drivers for Feasibility Study • Genomic Data is Big Data • Processing and Storing needs large server environments • Bayer’s Datacenter topology does not cover all countries • “Compute clouds” are a cost efficient globally distributed infrastructure • Genomic Data is Personal Data • Regulated by many laws and rules • Federal Data protection Act (BDSG) • Safe Harbour EU Compliant • Safe Harbour Switzerland Compliant • AWS needs to be evaluated as „cloud computing“ supplier according to internal guidelines



Page 6 • Fallstudie zur BDSG-compliance • P. Groth • March 2015



Personal Data at AWS Bayer’s cloud computing guidelines Business benefit assessment:



• Assessment of benefit to business in pursuit of cloud computing solution Risk and Compliance assessment:



• Assessment of IT security • Classification of Information IT Architecture assessment:



• Impact (short and long term) of cloud service on business and IT context
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Personal Data at AWS BDSG guidelines 1. to prevent unauthorized persons from gaining access to data processing systems with which personal data are processed or used (entry control), 2. to prevent data processing systems from being used without authorization (physical access control), 3. to ensure that persons entitled to use a data processing system have access only to the data to which they have a right of access, and that personal data cannot be read, copied, modified or removed without authorization in the course of processing or use and after storage (logical access control), 4. to ensure that personal data cannot be read, copied, modified or removed without authorization during electronic transmission or transport, and that it is possible to check and establish to which bodies the transfer of personal data by means of data transmission facilities is envisaged (transmission control), 5. to ensure that it is possible to check and establish whether and by whom personal data have been input into data processing systems, modified or removed (input control), 6. to ensure that, in the case of commissioned processing of personal data, the data are processed strictly in accordance with the instructions of the principal (job control), 7. to ensure that personal data are protected from accidental destruction or loss (availability control), 8. to ensure that data collected for different purposes can be processed separately (separation). Source: http://www.gesetze-im-internet.de/englisch_bdsg/englisch_bdsg.html



Page 8 • Fallstudie zur BDSG-compliance • P. Groth • March 2015



Personal Data at AWS Shared Responsibility Model Security IN the Cloud
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BDSG Section 9 – Annex (Entry Control - Zutritt) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to prevent unauthorized persons from gaining access to data processing systems with which personal data are processed or used.



Measures: • • • • • • • • • •



alarm equipment – burglar alarm locking system with code locking biometric identification light barrier controls video monitoring of access points inspection of employees at access points careful employment of guards & janitors wearing of batches logging of visitors central key management and logging
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Feasibility: Entry control: part of contract with AWS



BDSG Section 9 – Annex (Physical Access Control - Zugang) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to prevent data processing systems from being used without authorization.



Measures: Physical protection: • alarm equipment • locking system • video monitoring • inspection of employees • careful employment • wearing of batches • central key management • disabling of USB devices • encryption of devices



AWS



Logical protection: • definition of user profiles • assignment of passwords • dedicated user and passwords • usage of firewalls • installation of VPN tunnels • usage of Anti-Virus Software • Disk-Encryption for Laptops • Encryption of Smartphones



+
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Bayer



Feasibility: Physical protection: part of contract with AWS Logical protection: feasible w/o restrictions



BDSG Section 9 – Annex (Logical Access Control - Zugriff) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that persons entitled to use a data processing system have access only to the data to which they have a right of access, and that personal data cannot be read, copied, modified or removed without authorization in the course of processing or use and after storage.



Measures: • • • • • • •



creation of an Authorization Concept Implementing of complex passwords protocol after deletion of data access logging “minimum right” principle “minimum administrator” principle admission of rights done by system’s administrator



• physical deletion of data mediums before reuse
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Bayer



+ AWS



Feasibility: Physical deletion: part of contract with AWS Access control: feasible w/o restrictions



BDSG Section 9 – Annex (Transmission Control - Weitergabe) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that personal data cannot be read, copied, modified or removed without authorization during electronic transmission or transport, and that it is possible to check and establish to which bodies the transfer of personal data by means of data transmission facilities is envisaged.



Measures: • Handover of encrypted hard-disks to local Bayer person • Key transmission to Data-Owner @ BHC via postal service • Use AWS Import / Export Service to load the data
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Feasibility: Transmission control: feasible w/o restrictions



BDSG Section 9 – Annex (Input Control - Eingabe) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that it is possible to check and establish whether and by whom personal data have been input into data processing systems, modified or removed.



Measures: • creation of a document that shows the applications that add, modifies and deletes personal data • Protocol of input, changes and deletion of personal data • store printed forms that were used to enter personal data • traceability of adding, modification and deletion per user • granting of rights as described in the Authorization Concept
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Feasibility: Input control: feasible w/o restrictions



BDSG Section 9 – Annex (Job Control - Auftrag) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that, in the case of commissioned processing of personal data, the data are processed strictly in accordance with the instructions of the principal (job control)



Measures: • no measures have to be undertaken as no data processing will not be commissioned or outsourced
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Feasibility: Job control: feasible w/o restrictions



BDSG Section 9 – Annex (Availability Control - Verfügbarkeit) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that personal data are protected from accidental destruction or loss.



Measures: Physical protection: • UPS • Air condition • Disaster recovery plan • Temperature check • Humidity check • Smoke detectors • Fire extinguishers • Backup concept



AWS



Logical protection: • Backup concept • Disaster recovery concept



+
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Bayer



Feasibility: Physical protection: part of contract with AWS Logical protection: feasible w/o restrictions



BDSG Section 9 – Annex (Separation of data - Trennung) Wording of the law: In particular, measures suited to the type of personal data or data categories to be protected shall be taken, to ensure that data collected for different purposes can be processed separately



Measures: Physical protection: • multi client environment • isolated data stores • multi tenant hypervisor



AWS



Logical protection: • separated environments • different access keys • different credentials



+
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Bayer



Feasibility: Physical protection: part of AWS contract Logical protection: feasible w/o restrictions



Conclusions • New genomics technologies, e.g. arrays & NGS generate large amounts of data



• Analysis of genomic data has led to breakthrough treatments



• Analysis of large-scale data needs to be done where data resides



• Cloud computing providers revlieve from burden to build own data centers



• Utilizing cloud computing needs consideration of applicable law (e.g. BDSG) and technical implementation of all requirements that follow



• Data security and compliance is our highest priority
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Thank you!
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fallstudie 

Points, die drei Standorte abdecken. Die UniversitÃ¤t von Lausanne (UNIL) hat Anfang der 1970er Jahre den ersten Campus eingerich- tet. Dieser umfasste 90 ...










 








die digitale herausforderung fallstudie zur ... AWS 

This Die Digitale Herausforderung Fallstudie Zur Transformation Der Buchbranche Am Beispiel Von. NeoBooks By Hanife Demir PDF on the files/S3Library-4223f-470f7-0c990-54e10-61168.pdf file begin with. Intro, Brief Discussion until the Index/Glossary p










 








Reifegradbestimmung der IT-Governance: Eine Fallstudie zur ... 

nicht so flexibel gehandhabt werden wie es in Unternehmen mÃ¶glich wÃ¤re [Jo12] ... Im Rahmen der Umstrukturierung wurden auch die IT-Governance-Prozesse ...










 








fallstudie AWS 

registered in the U.S. Patent and Trademark Office. Ruckus Wireless, the Ruckus Wireless logo, BeamFlex,. ZoneFlex, MediaFlex, FlexMaster, ZoneDirector, SpeedFlex, SmartCast, and Dynamic PSK are trademarks of. Ruckus Wireless, Inc. in the United Stat










 








FALLSTUDIE - Hurra 

können, welche Auswirkung ein bestimmter Spot auf den Web-Traffic und die ... von 12 bis 14 Uhr von 25 auf insgesamt 35 erhöht, was circa zwei bis drei ...










 








Fallstudie VozTelecom 

Kommunikationspaket, das eine virtuelle. Telefonanlage, Festnetz- und. Mobiltelefonie, Internetzugang und Fax-to-. E-Mail beinhaltet. Der Service differenziert.










 








Fallstudie - Amadeus News Board 

Ein frisches und kreatives Marketing ist deshalb fÃ¼r das. Unternehmen ... Dadurch entstehen virale Effekte, erhÃ¶hen also die Reichweite und damit den Erfolg ...










 








fallstudie - email lounge 

... Interesse am Newsletter gezeigt Wir sind mit der Zusammenarbeit mit netno- mics sehr zufrieden. Nicole Flock. CRM-Managerin frontlineshop. Das Ergebnis.










 








1500 jahre am mare de kissi eine fallstudie zur 

Are you looking for 1500 jahre am mare de kissi eine fallstudie zur besiedlungsgeschichte des sahel von burkina PDF?. If you are areader who likes to ...










 








Fallstudie: Greenply Industries Limited 

virtueller Server und IntelliSnap. VORTEILE .... DE | +49 69 64350 6000 DEUTSCHLAND | +43 1 994 60 6602 ÖSTERREICH | +41 44 308 38 68 SCHWEIZ.










 








fallstudie - email lounge 

Das Layout enthielt eine kurze und prÃ¤gnante Anspra- che, eine Zufriedenheits-Umfrage mit der Chance auf einen 500â‚¬ Shopping-Gutschein und jeweils eine.










 








Fallstudie zu Texterstellung - Crowd Guru 

Qualitätssicherung (vier-Augen-Prinzip) ... regelmäßig mit großen Datenmengen umgehen müssen, die nicht von Computern bearbeitet werden können. Crowd.










 








Fallstudie zu Datenverarbeitung - Crowd Guru 

sodass der Kunde das Produkt dort kaufen kann, wo er es findet und fÃ¼r den HÃ¤ndler lÃ¤stige Abstimmungen entfallen. Die Aufgabe. Crowd Guru unterstÃ¼tzt Scondoo bei der UberprÃ¼fung und. Datenaufbereitung der eingereichten. Kassenbons. Zwar nutzt S










 








Fallstudie zu Datenverarbeitung - Crowd Guru 

man im Supermarkt bares Geld spart, indem der Kassenbon abfotografiert wird. ... Ã¼berprÃ¼fen und sofort freischalten. Das geht so schnell, dass die Scondoo-.










 








Fallstudie zu Texterstellung - Crowd Guru 

Qualitätssicherung (vier-Augen—Prinzip) ... regelmäßig mit großen Datenmengen umgehen müssen, die nicht von Computern bearbeitet werden können.










 








Fallstudie zu Texterstellung - Crowd Guru 

Sixt mÃ¶chte nicht nur eine Dienstleistung verkaufen, sondern seine Kunden auch ... wie sie auch ohne Kreditkarte ein Auto bei. Sixt buchen kÃ¶nnen. Crowd Guru ...










 








Fallstudie Brennercom 

verbindet SprachlÃ¶sungen, eine virtuelle PBX, innovative Unified-Communication-LÃ¶sungen ... +49 30 398 33-0 | Fax +49 30 398 33-111 [email protected].










 








Fallstudie Rur-Einzugsgebiet - Die GIL 

information about the major crops and crop rotations as well as management data are needed. The analysis of multispectral, hyperspectral and/or radar remote sens- ing data is a standard method to retrieve such kind of information. By using the. Multi










 








fallstudie marktforschung unterrichtsskizze zum ... AWS 

PDF Subject: Fallstudie Marktforschung Unterrichtsskizze Zum Vierten Unterrichtsbesuch Im Fach Wirtschaft Und. Verwaltung By Andreas Wolf Its strongly recommended to start read the Intro section, next on the Quick Discussion and find out all the topi










 








Fallstudie zu Texterstellung - Crowd Guru 

mÃ¶chte nicht nur eine Dienstleistung verkaufen, sondern seine Kunden auch ... wie sie auch ohne Kreditkarte ein Auto bei. Sixt buchen kÃ¶nnen.. Crowd Guru ...










 








Fallstudie QualitÃ¤tsmanagement in der Praxis 

Doch was nÃ¼tzen Regelungen, wenn sie nur mit Alibi-Funktion auf Papier stehen und nicht gelebt werden? Wenn Kunden â€“ wie im hier dokumentierten Fall ...










 








Ruckriegel, Bullinger & Oertelt 2011 - Fallstudie - user.tu-berlin.de 

04.10.2011 - GWV Fachverlage GmbH. [Si09] Simon, F. B. (2009): EinfÃ¼hrung in Systemtheorie und Konstruktivismus. ... Innovationsprozessen. In: Schwarz,.










 








besprechung der fallstudie das unternehmen kodak 

Legal besprechung der fallstudie das unternehmen kodak and the digital revolution 2005 by eBook for free and you can read online at. Online Ebook Library.










 








Industrielle Fallstudie: Einsatz visueller Kontrakte - Semantic Scholar 

gesuchten Service sowohl ein Partner mit einem Bankkonto und einer Adresse als auch ein neu angelegtes Angebot bekannt sind. Das Ergebnis des gesuchten ...
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