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ESSENTIAL READING FOR TODAY’S INVESTIGATORS



The Digital Detective Expansion of the digital world



CONTENTS 6. Digital Detective: The rapid expansion of the digital world is forcing policing to take a radical look at how it investigates crime both online and offline. Carol Jenkins talks to NPCC digital forensics lead Essex Police Chief Constable Steve Kavanagh about the challenges ahead.



28. Safe House: Children’s Commissioner Anne Longfield, is calling on the UK police service to pilot a ‘one stop shop’ support project to help victims of child sexual abuse. 29. Counterfeit Kings: International gangs dealing in fake money, medicine and passports are pedalling their wares online in a bid to pocket millions of ill-gotten gains.



10. Web of Intrigue: New research into the illicit world of the Dark Web and the criminality that is flourishing in this ‘secret’ area of the internet makes compelling reading for investigators.



34. Abuser sentenced: A British man who used his position as a school teacher in Malaysia to groom families and gain access to their children has been sentenced to life in prison after pleading guilty.



14. Window of Opportunity: New technology that can provide SIOs with a unique ‘investigative window’ into a crime by translating digital forensics data into actionable intelligence has been launched in the UK this month.



36. Coercive Control: The UK has seen the first person jailed for a new offence of controlling or coercive behaviour that came into force at the end of last year. The Investigator reports.



17. Competition: Win a place on our Bitcoin workshop



38. Legal Highs: A blanket ban has been placed on so called ‘legal high’ drugs. The Investigator reports.



18. Bitcoin: Investigating crimes involving virtual currency – one day workshop 21. Digital Discoveries: UK investigators are to be given a unique insight into how cutting edge digital forensics techniques can benefit major investigations at a workshop this month hosted by CCL Forensics. Carol Jenkins talks to chairman and founder Andrew Krauze.



40. Operation Seventy: A joint operation involving Kent Police and the National Crime Agency resulted in the largest seizure of automatic weapons ever made on the UK mainland. The Investigator reports. 42. Money Laundering: The UK has announced the biggest reforms to money laundering regime in over a decade.



24. Investigating cyber crime: practical workshop and training session 26. Line of Site: Cell site analysis experts have developed new technology that is helping investigators access vital mobile phone data in the time it takes to make a cup of tea for a suspect.
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43. Victim Identification: Two additional countries are now using a unique victim identification system developed by the Netherlands Forensic Institute (NFI).
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Automating Comms Data Analysis & Cell Site Analysis Forensic Analytics



CDAN



Centralised Comms Data Processing AVAILABLE NOW



O O O O O



Desktop AVAILABLE NOW



O O O O O



Cleanse comms data Create court-ready exhibits Powerful analytical queries Integrated call mapping Exceptional accuracy & value



Automated data cleansing Standard call schedules Standard Report per CDR Basic cell location mapping Low cleansing cost per CDR



Collaboration Server AVAILABLE NOW



Deployed within LEA network Share cases between users Flexible licensing Access cases from any CSAS Desktop O Cross-case analysis



O O O O



Automated Comms Data Analysis



CSPs



Evidential – Audited – Proven – Trusted …or buy our book Forensic Analytics Ltd, PO Box 324, Letchworth Garden City, SG6 9FL www.forensicanalytics.co.uk [email protected]



0800 158 3830



The first full-length book to explore cell site analysis and forensic radio surveying, presented in a simple and accessible way Available from Amazon or direct from us bit.ly/cellsitetraining



As a self-confessed techno-phobe who has yet to take her shiny new i-phone out of its box - it’s somewhat of a delicious irony that much of the latest issue is devoted to new technology and its role in the ever-evolving world of criminal investigation. I suspect that my own personal reluctance to embrace the trappings of this ‘brave new technological age’ is not unusual and I’m sure there will be many of you who look upon these developments with caution and in some cases dismay.



EDItOr Carol Jenkins tel: +44 (0) 844 660 8707 [email protected]



COMMErCIAL Dale Hazell tel: +44 (0) 844 660 8707 [email protected]



CONFErENCES tel: +44 (0) 844 660 8707 [email protected]



tHE INVEStIgAtOr tel: +44 (0)844 660 8707 Fax: +44 (0)844 660 8701 [email protected] www.the-investigator.co.uk All editorial content is believed to be correct at time of going to press. The publisher does not accept responsibility for any errors and omissions. The views expressed in this publication are not necessarily those of the publisher. Every effort has been made to obtain copyright permission for the material contained in this publication. The Investigator is happy to acknowledge any copyright oversights in a subsequent issue of the publication. All rights reserved. Contents may not be reproduced in whole or part without the written consent of the publishers. Contact the editor of The Investigator on [email protected] for any reproduction enquiries.
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Despite this reluctance, I accept the words of warning from Chief Constable Steve Kavanagh the NPCC digital forensics lead in our feature ‘Digital Detective’ that the pace of technological change is accelerating at such speed that we have no choice but to keep up with this change if we are to remain relevant in the coming years. Having said that, it’s worth noting that while all of the technology that is featured in this issue has the potential to bring about enormous beneﬁts in time and eﬃciency to an investigation – the technology itself is not a panacea. Andrew Krauze from CCL Forensics sums it up perfectly in his article ‘Digital Discoveries’ when he talks about the symbiotic relationship between technology and the expert who is operating the technology. To have one without the other is like having Morecambe without Wise or French without Saunders – the two are inextricably linked and together make a pretty unbeatable team. For me, the most exciting development highlighted in our latest issue is around moves to provide speciﬁc technology to the SIO to support him or her in their decision making. Note the use of the word ‘support’ as no matter how advanced technology becomes there can be no substitute for good old fashioned detective work but again – a combination of the right technology with the right expertise and you have yourself a pretty unbeatable combination. I hope you enjoy reading the latest issue and I would be pleased to hear from anyone who has any story ideas or would like to feature their project or technology in the next issue. I look forward to meeting some of you at or upcoming events in June and July and thank you for your continued support.



Issue 1 - 2016



www.the-investigator.co.uk



Digital Detective



t



he rapid expansion of the digital world is forcing policing to take a radical look at how it investigates crime both online and offline. Carol Jenkins talks to NPCC digital forensics lead Essex Police Chief Constable Steve Kavanagh about the challenges ahead.



When 14-year-old Breck Bednar was found brutally murdered in an Essex flat after being groomed and lured to his death by an internet predator – it served as a stark and tragic reminder to the police and society about how the internet has created new opportunities for criminals to commit crime.



For him, the case was a complete gamechanger in that it highlighted how the incalculable growth of the online world is now radically changing the way both criminals commit crime and also how vulnerable young people are to becoming victims of crime.



The anonymity that the internet affords, allowed Lewis Daynes, 19 to strike up a relationship with Breck whilst playing video games online – something that would have been harder to do in person.



This in turn has now created a new landscape where more traditional policing methods are now becoming outdated and so the challenge for policing is how it stay relevant in the years ahead.



Daynes persistently pursued innocent churchgoer Breck until he had convinced him to travel from his home in Surrey to meet him in Essex where he carried out the brutal stabbing.



Opportunities Mr Kavanagh is both realistic about the challenges but positive about the opportunities that exist for policing to reinvent itself and continue to be relevant to the society it serves. For Mr Kavanagh, the journey began with the Breck Brednar murder.



Internet growth The case had particular resonance for NPCC digital forensics lead Chief Constable Steve Kavanagh as Breck’s death occurred in his force area.
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“The threats the public are now facing in 2016 are distinctly different to anything we Issue 1 - 2016



www.the-investigator.co.uk



have experienced in the past,” explained Mr Kavanagh.



collaboration on digital crime between forces is key to developing a more robust approach to online crime.



“The senseless murder of Breck Brednar in my own force area and the terrible impact it had on his family and his community was for me a real moment in CC Steve Kavanagh policing – a chance for us to look very candidly at how we do business and ask ourselves ‘how can we do things differently?’”



“Delivering this 43 times is no longer viable, it’s ineffective and it creates a postcode lottery around the country in terms of the level of service we give to the public. Chiefs are in favour of working collaboratively, they want to deliver a better service that is more relevant to the public and they now recognise the economies of scale that can be gained from greater collaborative working.”



New threats Mr Kavanagh believes that this ‘whole obsession we have with bobbies on the beat does now not reflect the threats that a 12year-old child is facing whilst sitting at the kitchen table or in their bedroom when they are surfing the internet.’



NPCC role He recognises that the NPCC has a pivotal role to play in disseminating new ways of working and a number of projects are being carried out by a NPCC Capabilities Management Group that is responsible for drawing all the policing strands together. Work is being conducted in the areas of digital intelligence and investigation, social media, child abuse and crime integrity.



“Young people are now conducting their lives online and not in geographical communities so I’m not sure how relevant the traditional British policing model is to them and their lives,” he said. The answer isn’t as simple as transferring already finite resources from the actual beat to the virtual one. So is the future for policing more problematic than it seems? Online safety Mr Kavanagh believes the answer is to work with virtual communities to encourage them to police themselves and to encourage internet providers to play a greater role in helping make the online world a safer place to operate. “You have to create a community where the users, providers and police work together so that we change the emphasis from waiting for a crime to happen online and then reacting to trying to prevent crimes before they occur.” Collaboration He also acknowledges that greater www.the-investigator.co.uk
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Funding Mr Kavanagh chairs the Digital Board that is currently conducting a number of work programmes. These include looking at how the public can better contact the police in a digital age and how to more effectively present digital evidence in court. The Home Office has provided funding for that work to take place following lobbying from the NPCC. While he accepts that funding is always going to be a thorny issue and that money is tight, he believes the NPCC has an important role in working with the Home Office to secure extra funding for important work. However, he admits that ‘in an age of
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austerity we are not able to invest in the way we used to and so we will have to rebalance and reshape what policing looks like with limited resources.”



moment. They are currently being exposed to risks such as sexting and revenge porn and we have got to understand the embarrassment and reluctance of young people to come forward and report these incidents,” said Mr Kavanagh.



Crime recording One of the areas that is in need of an overhaul is crime recording methods that Mr Kavanagh accepts are ‘still very 20th century.’ “What causes us concern is the volume of unrecorded digital crime that is going on and the lack of confidence the public has in reporting digital crimes, the reality is that banks are not reporting fraud as they don’t want it to reflect their reputation and so the police are almost becoming bystanders in serious crimes such as major fraud.” training A big part of the policing response is to provide better training for investigators in how to effectively investigate and prevent online crime so that they are able to provide an effective service to the public.



“We are also concerned about the grooming that takes place on children and elderly and vulnerable people, particularly those who are lonely and try to make friends online. The internet can be a great place for people to get together but it can also be a dangerous place.” Greater engagement with the public to explain to them the new priorities is also important. Older residents at community meetings still push for the police to become involved in bicycles on the pavement and anti-social behaviour.



Mr Kavanagh is keen for the College of Policing to provide clearer national standards and to work with accredited providers to facilitate training.



“The public needs to understand that we can’t do everything all of the time. I’ve never seen a time in policing when we have been as thinly stretched as we are.”



“Officers have not been given the skills and the confidence to deal with digital crime and we acknowledge that we need to do better. We have got to push the College harder on making sure the standards are clear.



In his own force, Mr Kavanagh made the difficult decision to cut 150 Police Community Support Officer (PCSO) jobs.



We do recognise that the College cannot do this on its own as there are over 100,000 officers than need training so we will need to work closely with accredited providers to make sure that officers have the necessary skills to success police in the digital age.” grooming In terms of the most serious crime threats, Mr Kavanagh believes that the proliferation and industrialisation of child abuse imagery is one of the biggest challenges. “The whole concept of the sexualisation of children is a huge concern to us at the
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Future challenges Despite the limited funding, Mr Kavanagh remains positive that the police service can reshape and redefine itself to better reflect the challenges of the digital age. He urges investigators to take responsibility for their own learning in order to keep up with the new digital crime challenges. “If we want to remain a relevant and effective police service then we cannot ignore the challenges ahead.” he said. “If we embrace them then I am convinced that within 24 to 36 months we can radically change our whole approach to British policing so that we are able to operate effectively in this new digital landscape.”
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Contact US, toll-free: +1 866 448-2703 United Kingdom: +44 870 831-2983 Germany: +49 18054820050734



Web of Intrigue N



ew research into the illicit world of the Dark Web and the criminality that is flourishing in this ‘secret’ area of the internet makes compelling reading for investigators. Carol Jenkins reports. The Dark Web is a ‘hidden’ area of the internet that is beyond the realms of most internet users due to the fact it can’t be accessed through conventional search engines. The fact that individuals can remain anonymous increases the potential for criminal activity ranging from fraud to drugs and pornography. There has also been very few studies conducted about the Dark Web and the extent of the criminality and other activity that is conducted there. This means it has been difficult for investigators to both investigate and prevent crimes.
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New research by cyber crime experts Intelliagg attempts to shine a welcome light on the Dark Web. While the research acknowledges that it is harbouring criminals and that crimes due occur on the Dark Web that can also be of ‘importance to freedom of speech as a refuge from unwelcome surveillance’ and so should be seen in a wider context. Misconceptions It does accept that it is this lack of understanding that has led to common misconceptions about the Dark Web. The first is that it is bigger than the internet. Issue 1 - 2016
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“This is often because the Dark Web is confused with what is known as the ‘Deep Web’ which includes everything behind firewalls and pay walls as well as the Internet of Things that cannot be indexed,” the research says. In fact, whereas the internet comprises about 1.3 billion indexed websites – the deep web is thought to be up to 500 times larger than that.



The research says that it adds encryption to conceal a web user’s location and usage so that these are resistant to surveillance and so are truly anonymous. The domain names of these hidden sites all end in ‘onion’ and they are only accessible by using a Tor browser. Intelliagg experts mapped the Tor network services which until now have not been comprehensively catalogued. They



tor network It explains that all internet traffic is directed between users by ‘routers’, networking devices or software that steer data. The Dark Web exists on an extra layer of routers that together comprise the dark network. The largest dark network is the Tor network. Tor stands for The Onion Router and originated in the US security establishments in the 1990s. www.the-investigator.co.uk
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detected languages were French, Russian and Dutch to name but a few.



discovered that the Tor based Dark Web is limited in size and has only 30,000 ‘onion’ addresses active at any one time.



Dark Web services were discovered to be broken down into eight categories: pornography, carding sites, pharmaceuticals, weapons, blogs, financial fraud sites, drugs and fake documentation services.



Methodology Experts conducted their research by using software to crawl through the web and compile an index of its pages. This was combined with Intelliagg’s ‘machine learning intelligence classification system which are complex algorithms that are trained by humans then sent off to classify data automatically. A total of 29,532 onion addresses were identified during the sampling period and of these fewer than half (46 per cent) were able to be accessed by the experts. Findings The research looked at the languages that were used to communicate on the Dark Web and found that 76 per cent of those using the Dark Web used English with German at four per cent and Chinese at 3.7 per cent. Other



Other key findings include: • A total of 52 per cent of the sites were classified as illegal under UK or US law which means that nearly half of the sites are legitimate. This is an important figure as it puts into perspective the extent of the criminality on the Dark Web.



Dark Web or Deep Web? The research highlighted the confusion about the terms ‘Dark Web’ and ‘Deep Web’ and said that the terms needed to be understood more fully in order to understand the extent and nature of cyber crime. The Dark Web is web content that cannot be reached without the use of specialised encryption software, which means it is not indexed by search engines and those who use it can do so with complete anonymity. The Deep Web is everything on the web that exists behind firewalls and pay walls including the ‘internet of things’ that cannot be indexed that is found by search engines using keywords and metadata. the tor Network The Tor Network (The Onion Router) is a network of routers that adds encryption to conceal a web user’s location and usage so that these are resistant to surveillance and hence are truly anonymous. The domain names of these hidden sites all end in ‘onion’ and they are only accessible by using a Tor browser. For more information on Intelliagg go to: www.intelliagg.com
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sometimes done by government agencies. However this legitimate use of Tor has yet to be employed widely. Nonetheless, the experts expect it to increase over time and eventually the technologies developed by the Tor project to become mainstream with positive benefits for security and privacy.



• With just 30,000 sites the Dark Web is much smaller than commonly thought and only a small fraction of the size of the internet. • Tor hidden services have a number of properties that make them useful to those worried about ‘man in the middle attacks’ on the internet - where a communication is changed or intercepted, something



recommendations As part of their research, Intelliagg recommended that efforts are made to further increase the transparency about the contents of the Dark Web in order for it to become the positive force for security and privacy that they believe it can. Intelliagg will be continuing to monitor the evolution regularly and the report represents the first in a series that will help identify future trends and developments.



FICS Introducing the complete Software solution for processing call data records - in the blink of an eye. Analytical work just became dynamic! Now available on trial to all Agencies Changing the world of Cell Site; Fast – Accurate – Reliable



Footprint Investigations The Business Centre Edward Street Redditch Worcestershire B97 6HA
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@: [email protected] W: www.thecellsiteexperts.com T: 01527 467467
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Window of Opportunity



N



ew technology that can provide SIOs with a unique ‘investigative window’ into a crime by translating digital forensics data into actionable intelligence has been launched in the UK this month. Carol Jenkins reports.



POWERING DEEPER DIGITAL DATA INSIGHTS



Digital forensics expert Cellebrite has this The unprecedented increase in the volume of month released new technology which it digital data that now underpins criminal claims could help solve the dilemma facing investigations has become both a blessing SIOs around translating high volumes of data and a curse for the Senior Investigating The Cellebrite UFED Analytics Platform Makes Data Actionable into actionable intelligence. Officer (SIO). Faced with a barrage of difficult decisions to make about increasingly complex cases from the outset, whilst SIOs realise that digital data can be a game-changer in an investigation – volume and complexity and rapid change often makes it challenging to translate the data into actionable intelligence and put it into context of the investigation. The advent of the role of the Digital Media Investigator in UK policing has in part helped bridge the gap between the technology expert and the investigative expert; however their presence is still limited in the majority of forces and while very helpful responsibility still lays on the shoulders of the SIO. Intelligence
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Its UFED series of products is now wellestablished in law enforcement circles across the world for helping hi-tech crime units extract and decode data from digital devices. While the name of its latest product - UFED Analytics is similar – its remit is much wider. It is the first time the company is offering a solution specifically aimed at the SIO. Yuval Ben Moshe, Vice President for Business Development at Cellebrite explained that the launch of the new technology this month is the result of extensive research in the market place that identified a need for investigators to become more empowered when it comes to making vital decisions concerning the relevance of digital data in an investigation.
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E



“There is no escaping the fact that the volume of digital data that are stored on mobile devices is growing by the day,” he explained. “This then begs the question of what can SIOs do with all that data? How do they turn the data into something actionable, something that can put some meaning with the context of an investigation?” UFED Analytics aims to help transform data into insight both quickly and efficiently by empowering investigators to easily and effectively access digital data and knowledgably sort through it. “We have to have something to aggregate all the volumes of data from various sources into one place and have some analytical engine or capability to expedite the actual human review of information,” he continued. Investigative view This powerful analytic engine helps merge and combine huge volumes of data from multiple sources into one investigative view while indexing, analysing and enriching the data with relevant tags and categorisations to ease the review process. This ‘investigative view’ could include link analysis – helping SIOs understand connections between entities and people to provide a valuable insight about who is communicating with whom and how often. Geographical analysis can help establish the location and movements of key individuals in an investigation.



The technology which is designed specifically to be used by investigators working in concert with their digital forensic counterparts, can automatically generate reports and provide realtime visibility so that they can Yuval Ben Moshe obtain the most up-to-date picture of an investigation at any one time. Culture change Mr Ben Moshe points out that the most exciting aspect of the new technology is not only the technology itself but the impact it could have on ways of working for the SIO. Indeed it has the potential to bring about a culture change in how investigators uses the potential of digital evidence. “What we are saying to SIOs is that we are in the brink of a change of work paradigm that will require adapting and modifying the way investigations are being conducted in this digital world,” he explained. “If you want to investigate the physical world then you have to be able to get a good understanding and a view into the digital world. Looking into the digital world cannot be done by busting down doors or reading a thousand page report; you have to employ digital methods to review and analyse digital data.”



A particularly exciting area is text analysis. This goes beyond establishing PROSECUTOR whom but variety ofwho is communicating with Collaborate, share andcan report on critical case data orm to also provide a detailed picture in real-time helps ensures successful and promptis currently a suite of three UFED There of the moods case prosecution Analytics products which includes the UFED from texts. A key word search can also be Analytic Desktop designed for a small scale, deployed. COMMAND STAFF urces in one Maximize digital forensics investments with future-proof single user,. There is also the UFED Analytics



vestigations



technology and enable greater visibility to the entire forensics operation
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6HDPOHVVO\PDQDJHDQGHQIRUFHGDWDSHUPLVVLRQ policies, audit access and ensure the accountability
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Workgroup that can be used by up to 50 users and the UFED Analytics Enterprise that can be used by hundreds of users.



most important explains Mr Ben Moshe. “All actions that we perform, crimes included, have a footprint and some breadcrumbs in the digital world,” he said.



Cellebrite is keen to point out that the new technology is not designed to replace the role of the hi-tech crime officer but rather to complement it and provide SIOs with additional intelligence designed to enhance their decision making.



“If we’re building a big picture of what has happened by combining pieces of the picture then digital data is an essential part of this puzzle and we can’t ignore it.



Digital footprint The fact that volumes of digital data continue to grow at an alarming rate make this all the



“To do this effectively we have to employ digital tools and methods to help build this big picture.”



Cellebrite SIOs free demonstration day SIOs are being invited to attend a free demonstration day with Cellebrite to get a first-hand look at how UFED Analytics can be integrated into an investigation. the day will provide SIOs with access to the technology and Cellebrite experts will be on hand to explain how the technology can have a positive impact on the speed and quality of an investigation. the event will be held on tuesday June 28 at the rothley Court Hotel, Leicestershire. too book your free place please email Dale Hazell on [email protected] For more information about UFED Analytics go to www.cellebrite.com
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WIN A chance for two people to win a free place on Bitcoin - investigating crimes involving virtual currency workshop 6 July | Rothley Court Hotel | Leicestershire • Gain an exclusive insight from a law enforcement perspective into the online world of the Bitcoin virtually currency and the criminals behind the illegal activity • One day workshop delivered by world leading Bitcoin experts from Elliptic who have helped the FBI, Interpol and some UK forces solve complex investigations involving Bitcoin transactions HOW TO enTer Simply name the three famous actors shown below and email your answers to: [email protected]



Picture 1



Picture 2



Picture 3



Terms & Conditions: The closing date for the competition is 24 June 2016 . The winner will be drawn at random on 25 June 2016 and the winner will be notiﬁed by email. There is no cash alternative available. The editor’s decision is ﬁnal. Email addresses will not be used by any third parties. Only one entry per person. Each place can be used within the winning organisation/police force.
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Bitcoin – investigating crimes involving virtual currency – one day workshop 6 July | The Rothley Court Hotel | Leicestershire | UK • Gain an exclusive insight from a law enforcement perspective into the online world of the Bitcoin virtually currency and the criminals behind the illegal activity • One day workshop delivered by world leading Bitcoin experts from Elliptic who have helped the FBI, Interpol and some UK forces solve complex investigations involving Bitcoin transactions



The Investigator is hosting the latest in its cyber crime series that looks at the Bitcoin virtual currency and how it is used in some of the most serious of crimes that are committed online including drugs, theft, money laundering and international arms traﬃcking. Bitcoin is a form of virtual currently that has been increasingly exploited by criminals to carry out illegal transactions anonymously. The fact that they can trade with relative anonymity has made it a major challenge for investigators to try and uncover the criminals behind the illegal trading. Our one day workshop is speciﬁcally tailored to investigators and is designed to help you investigate online crimes involving the Bitcoin currency and maximise the investigative opportunities. The day will include: • An introduction to Bitcoin, its history and its uses both illegal and legal • What is a Bitcoin address and how can investigators use the address to uncover criminals? • What does a Bitcoin transaction look like? A practical exercise will demonstrate this. • What is a Bitcoin block chain? • A look at the diﬀerent types of Dark Market places – delving in the murky world of the Dark Web to uncover the illegal trading opportunities that exist on this often impenetrable section of the internet.



• A look at the types of crimes where Bitcoin is used • Case studies of ‘real life’ investigations from both the UK and internationally. Speakers The day will be led by Kevin Beardsley and Nathan Jessop from international Bitcoin experts Elliptic. Elliptic is a unique organisation in that it deals solely with Bitcoin oﬀences and so has built up an enviable expertise in this area. Experts at Elliptic have helped hundreds of investigators and ﬁnancial institutions worldwide to trace illegal Bitcoin activity and help uncover the criminals behind the activity. They have been involved in solving crime including drugs, theft, money laundering and international arms traﬃcking. Together, Kevin and Nathan will provide delegates with the beneﬁt of their vast practical experience in this area and are available for more detailed training as a follow-up from the workshop.



Who should attend? The day is aimed at investigators of all ranks who want to develop and improve their understanding of online bitcoin investigations as well as keep informed about current and future developments in this ever evolving area. Venue: Rothley Court, Rothley, Westﬁeld Lane, Rothley, Leicestershire, LE7 7LG. A discounted bedroom rate is available at the venue, please email us for details. Details: Registration 9.30am, start time 10am, ﬁnish 3pm. Refreshments and lunch are included in the price Cost: £195 for one delegate or two for £350 (Quote code BC001 when booking) Booking: Please send the delegates name(s), email address and purchase order to [email protected] or telephone 0844 660 8707 for further information. Payment can be made by debit/credit card. The Investigator Tel: 0844 6608707 | [email protected] | www.the-investigator.co.uk



Digital Discoveries U



K investigators are to be given a unique insight into how cutting edge digital forensics techniques can benefit major investigations at a workshop this month hosted by CCL Forensics. Carol Jenkins talks to Managing Director and founder Andrew Krauze about the thinking behind the event. The fact that digital evidence has become the lifeblood of most major crime cases has provided both new challenges and opportunities for senior investigative officers. As technology continues to evolve at a rapid pace, the proliferation of mobile devices has increased the potential for investigators to glean more evidence that can often mean the difference between winning and losing a case. With this brings the obvious pressures around how to cope with the burgeoning amount of data that now presents itself to the SIO in each new case. Most SIOs would acknowledge that while they are investigation experts, they are not technology experts and are focussed on solving crime rather than keeping up with the latest technological advances. Expertise Digital forensics specialist CCL Forensics are www.the-investigator.co.uk
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addressing this very issue by opening its doors on June 29 for an exclusive event where it hopes to introduce SIOs to the ‘art of the possible’ in cutting edge expertise. CCL founder and Manging Director Andrew Krauze will be fronting the event along with a line-up of in-house experts to look at the changing role of digital evidence in major crime cases and to provide a glimpse of some of the cutting edge solutions pioneered by the company. Attendees will also be given a rare opportunity to tour the CCL digital forensics laboratories – one of the few laboratories in the country accredited to ISO 17025 (for PC’s, mobile devices and Satnav analysis). Positive impact In an interview with the Investigator, Mr Krauze explains that while the company has been working in digital forensics since 2001, that it was in 2014 that it came into its own in terms of demonstrating how it combines cutting edge technology with in-house experts to help law enforcement agencies process vast volumes of digital data in an efficient and meaningful way that can have a real positive impact on the outcome of an investigation.
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Last year it ran seven pilots – for the police and government agencies demonstrating how CCL can combine technology provided by Nuix with its own in-house software solutions and forensics expertise.



most powerful data preprocessing & analytics tool available on the market today, ‘’Nuix can process Terra-bytes of data in a fraction of the time of any other tool, allowing the investigator to run Andrew Krauze endless fuzzylogical search criteria to extract key evidence and associations



Evidence Mr Krauze explained how the technology itself is not the panacea and that it’s the inhouse expertise that is the unique element. “What makes us unique is that we have the ability to extract data from mobile devices, smart phone or tablets – all with different operating systems and translate that data into meaningful evidence that can be presented to the senior investigating officer in each case,” said Mr Krauze.



“If you can imagine you have taken hundreds of exhibits from a major crime case then that could amount to 500 terabytes of data, quite easily.



“When you look at the plethora of different devices that are currently on the market, all with different operating systems and the fact that there are now more than 2.6 million APPs, then this is no easy task. We have spent the last five years developing extraction routines so we can get data from these devices that would have been difficult if not impossible to extract using more traditional methods.”



If you were to print that out it would go around the world a thousand times – that’s how impressive the Nuix platform is at processing huge volumes of data.” It’s the job of the CCL experts in close cooperation with the SIO to then process that data into meaningful intelligence.



Internet of things Their expertise is not just restricted to more conventional mobile devices, CCL has inhouse experts that can also extract data from an array of ‘internet of things’ devices ranging from satellite navigation systems to household appliances such as microwaves and dishwashers that can help investigators confirm or prove the whereabouts of suspects and victims. Mr Krauze described the ‘internet of things’ work as a ‘fascinating area’ that is constantly developing and evolving. “If you look at what you can do to control a house remotely or the technological advances of cars then the potential to extract data that may be relevant to an investigation are endless.” Intelligence He described the Nuix technology as the
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Mr Krauze likened the process to a Formula One car that doesn’t just rely on the driver but needs a team of experts working to get the most out of the car and the driver. CCL staff now go into forces and work in an integrated way with major crime teams to provide the kind of impartial and expert advice that SIOs value. Much of their work is to prove associations between people which can be a vital element of most of today’s cases. training SIOs will be given a first-hand look at the combined offering of the Nuix technology and CCL staff during the workshop day as well as key presentations on other cutting edge technologies. CCL has also established its own training academy and courses are available to investigators in an array of subjects in the digital forensics and cyber arenas.
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Benefits Traditionally, CCL staff has liaised with hi-tech crime units and they are now keen to forge new links with SIOs who have the autonomy to purchase the services of external experts.
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“We all know that SIOs are under real pressure to get results and everybody wants to get major incident solved quickly. Often, wading through so much data using traditional methods is like trying to find a needle in a stack of needles,” said Mr Krauze. “Our technology offers them a way of turbo charging an investigation and I think that once SIO are made aware of the ‘art of the possible’ then they will see how it can benefit their work in a meaningful way.” The day will also provide CCL staff with the chance to gain a unique perspective from SIOs who are attending from the forces and other law enforcement agencies from across the UK. “I think attitudes about the private sector are changing among our law enforcement colleagues and they can see just how valuable it can be if we combine our respective expertise. Our workshop will provide us with a real opportunity to put that philosophy to the test and hopefully forge some new relationships with SIOs from a good cross section of forces.” The workshop for the June 29 is now full but anyone who would be interested in attending a future event can email [email protected] for more information. www.the-investigator.co.uk
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