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making the most out of facebook's privacy settings - CounterMeasures

So I put together this guide to help them make the ... the third-party and social adverts/ads sharing settings to â€œNo oneâ€� from the default option, â€œOnly my friends.â€� ... 

















 PDF Herunterladen 



 PNG-Bilder






 3MB Größe
 5 Downloads
 368 Ansichten






 Kommentar


























MAKING THE MOST OUT OF FACEBOOK’S PRIVACY SETTINGS



HOW TO CONFIGURE YOUR ACCOUNT’S PRIVACY SETTINGS



g



Rik Ferguson



A 2011 Trend Micro White Paper



Since the long list of new features recently unveiled has begun to be rolled out for all Facebook users, I have been receiving an ever-increasing number of questions from friends, colleagues, and CounterMeasures readers concerned with how their online privacy may be affected. So I put together this guide to help them make the most out of Facebook’s privacy settings in 2011. I referred to the forthcoming Facebook feature, Timeline a lot in this guide but don’t be fooled, as these settings are available right now even if you haven’t enabled Timeline yet.



Don’t Get “Facejacked” Facebook has built in some great features to stop even a person who has your password from accessing your account. This stuff isn’t new, it’s just underused and underpublicized. If you regularly log in from the same device or devices, you can train Facebook to recognize those machines. You can ensure that if someone tries to log in from an unrecognized device you are immediately notified (if you’re logged in). You can even make that person enter a code that will be sent as an SMS to your registered mobile phone. So unless the snooper has direct access to your PC and to your mobile phone, he/she won’t be “facejacking” (or the less salubrious term, “fraping”) you. But if he/she does have that kind of access, well, your problems might be bigger than just Facebook. To ensure you won’t get facejacked, follow these steps: 1. Log in to Facebook and in the top-right drop-down Account menu, select Account Settings. 2. In the Settings page that appears, click the Edit link next to Account Security. Then make the following changes: • Tick the box to enable secure browsing. This will ensure that your communication with Facebook is always encrypted when possible and will guard against password-stealing tools like Firesheep. • Under Login notifications, select whether you would like an email or SMS notification whenever an unrecognized device tries to access your account. • Under Login approvals tick the box to have a security code sent to your mobile device and you’re all set. Even if someone knows your password, he/she still won’t be able to log in without the security code.



Lock Out Leakage With that out of the way, let’s go on to tweak your account and privacy settings to better protect the content you share and to control the audience you share it with. Let’s look at Account Settings, which can be accessed through the drop-down menu at the top-right corner of your Facebook page.
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Apps and Facebook Adverts/Ads In the Apps menu, you should review the individual permissions that you have allowed for the apps that you have installed. Have a first pass through this list and remove apps you no longer use. Then review individual permissions by clicking the Edit link next to each remaining app. Some permissions are required for an app to work but many optional permissions can be revoked here. At the same time, ensure that the app itself is not giving out too much information by changing the setting for Who can see posts and activity from this app to “Friends” unless you have specific apps that you wish to grant greater visibility to.



Meanwhile, in the Facebook Adverts/Ads section, change the third-party and social adverts/ads sharing settings to “No one” from the default option, “Only my friends.”
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Protect Your Privacy The changes to Facebook have radically changed the ways in which we can share content with our friends, with our friends’ friends, and with the general public. There are two main ways to configure your account’s privacy settings—when you post through the Facebook interface or when you post through a device or through an app that doesn’t allow per-post privacy settings. To configure these settings, select Privacy Settings, which can be accessed through the same previously mentioned drop-down menu.



The default privacy settings only apply to posts made through the Facebook interface or through an app that doesn’t support inline-sharing controls. I recommend changing this to “Friends” from “Public.” In the succeeding parts of this guide, I will go into more detail on some of the more specific settings to control how you share information and, perhaps more importantly, how information about you is shared.
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To better protect your privacy, let’s take a more in-depth look at each Privacy Settings option.



How You Connect Change the settings for Who can look up your Timeline by name or contact info, Who can post on your Timeline, and Who can see posts by others on your Timeline to “Friends” from “Everyone.” The default setting for this last option is “Friends of friends,” which has been the cause of much of the oversharing in the ticker that upset so many Facebook users. Your settings for Who can send you Facebook messages and Who can send you friend requests are just a question of how easy to contact you want to be based on your personal preference. The default setting for this again is “Everyone.”



How Tags Work • Set Timeline Review to “On.” This does not stop you from being tagged in posts. Those posts and tags will still appear in others’ feeds if they are connected to the originator or to someone else who has been tagged but they won’t appear on your Wall/Timeline until you approve them. By default, this is turned off. • Set Tag Review to “On.” When someone tags your content, you must review it before it is posted. This is useful because once a person is tagged in a picture, a post, or a comment, both that person and his/her friends can see the content, which you may not want to share more widely. By default, this is turned off. • Set Maximum Timeline Visibility to “Friends.” This controls the maximum extent of who can view posts to your own Timeline. Don’t forget that this content may have initially been posted on someone else’s Wall/Timeline and you can’t restrict the visibility of the original post. By default, this is set to “Friends of friends.” • Set Tag Suggestions to “Off.” This feature will suggest your name when someone uploads a picture that Facebook thinks looks like you. By default, this is turned on. • Set Friends Can Check You Into Places to “Off.” That way, you’re not going to get checked in to a place you would rather have kept secret or even to some place you never went to. By default, this is turned on.
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Apps and Websites The Info accessible through your friends section controls which content about you can be accessed by apps that your friends may have installed. Deselect every check box in this section. You will find that by default, almost all of them are allowed. Instant personalization shares Facebook data with certain partner websites. If the option is available, uncheck the box to turn it off. If it is greyed out, it means that it is not yet available for your account. Note that it is turned on by default so try to remember to keep an eye on it because you are not able to turn it off until the feature is already enabled for your account. If you’ve been following the recommendations so far, the Public search feature should already be turned off because you changed your settings for Who can look up your Timeline by name or contact info to “Friends.”



Limit the Audience for Past Posts To limit the audience for your past posts, click Manage Past Post Visibility then click Limit Old Posts. This will ensure that any post you have made in the previous years on Facebook will be restricted to “Friends.” Unfortunately, no indicator tells you whether you have previously done this. So, if you’re unsure, just do it again.



Control Your Privacy When You Post Lists Use Facebook’s Lists feature to divide your friends into categories. This is a great feature to protect your privacy because it allows you to select an individual audience for each of your status updates or Wall posts. Remember though that it is not possible to individualize the audience for your Likes: Facebook offers users three default lists—”Close Friends,” “Acquaintances,” and “Restricted.” Dividing your friends between “Close Friends” and “Acquaintances” will influence how much or how little they show up in your News Feed. Adding someone to the “Restricted” list means they will only be able to see content that you make “Public.” Facebook has also introduced the concept of Smart Lists, which could be related to where you live, where you work, or where you went to school, among others. If you add a friend to any of the “Close Friends,” “Acquaintances,” or “Restricted” lists, they will not be informed. Note, however, that adding people to a Smart List that is related to a place of work or to where you took up college, for example, will notify them that you have done so. They will be able to approve that information for posting to their own Timelines. You can also create custom lists. Your friends will not be notified if they have been added to these lists. It is worth noting, however, that when you share content with a specific list of friends, they will not see the name of the list you shared it with but they will see that you have chosen a restricted audience and will be able to see every individual name in that group.
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Subscriptions Subscriptions is a new Facebook feature that allows you to follow the public activities of people on Facebook without having to add them as friends. This means that the possibility exists, if you have subscriptions enabled, for people to follow your content without need for your acceptance as friends as well. It’s one more reason to tightly control your privacy on Facebook. For example, even if you de-friend someone on Facebook, he/she will remain subscribed to content you post and will be able to continuously see public content about you. This content may include information your mutual friends share unless you do something about it. If you want to enable or disable the permission for other users to subscribe to your content, go to your Timeline and click the arrow to expand the view of your Favorites boxes. You will see the Subscriptions box, click the box and you will be able to either click the Allow Subscribers box or better yet a Settings button, which will let you turn it off.



Events Any “Public” event you have responded to will appear on your Timeline and will be shared with the public. This means that anyone viewing your Facebook profile will be able to see these events. To hide them from your Timeline, view it, click View Activity and select Events from the activity type drop-down menu that appears on the right. You may then hide any event you wish to from your Timeline.



Check Yourself Out! If you want to check how the changes you have made have affected the information you share, you can view your own Timeline as seen by another user. This will let you see what is visible to the general public. To do this, select the downward pointing arrow to the right of View Activity. Select View As... and type the name of the friend whose account you want to use to view your profile or click the Public link. This is a great way to identify those last few pesky events, photos, videos, or stories that may still be publicly visible. You can then find each unique event in your Activity Log and refine the audience to whom it is visible or remove it entirely from your Timeline.
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Five Rules to Remember 1. If you post on someone’s Wall, you can’t control the privacy of your post. The visibility of the post is defined by your friend’s privacy settings. The same is true for your comments on other people’s posts. The visibility is determined by the original post, which may be less restrictive than you want, for example, “Friends of friends.” 2. If you restrict the audience of a post so that certain friends can’t see it, that restriction should not be considered final. If someone later posts a comment that tags a Facebook user who was not a part of the original audience, the entire thread and original post will be visible to that person. Be careful what you post. 3. If you post on or respond to an invitation to a public event or post something on a public page, you can’t control the privacy of your post. You can only hide it from your Timeline after it has been made. 4. Posting something on a friend’s Wall if his/her privacy setting is set to “Friends of friends” allows any of your friends, even those in your Restricted list, to see that post because they are your friends. 5. Anything you post using the setting “Public” or “Friends of friends” (either by your own settings or by those of the recipient) may show up in the ticker of people you do not necessarily know, have restricted, or have de-friended.
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TRENDLABSSM



Trend Micro Incorporated is a pioneer in secure content and threat management. Founded in 1988, Trend Micro provides individuals and organizations of all sizes with award-winning security software, hardware, and services. With headquarters in Tokyo and operations in more than 30 countries, Trend Micro solutions are sold through corporate and value-added resellers and service providers worldwide. For additional information and evaluation copies of Trend Micro products and services, visit our website at www.trendmicro.com.



TrendLabs is Trend Micro’s global network of research, development, and support centers committed to 24 x 7 threat surveillance, attack prevention, and timely and seamless solutions delivery. ©2011 by Trend Micro, Incorporated. All rights reserved. Trend Micro, the Trend Micro t-ball logo are trademarks or registered trademarks of Trend Micro, Incorporated. All other product or company names may be trademarks or registered trademarks of their owners.
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In the Settings page that appears, click the Edit link next to Account Security. Then make the following changes: â€¢ Tick the box to enable secure browsing.
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Out of the Box ESP 

VP de Innovación y Nutrición. • VP de Finanzas Corporativas. • Director de Vidarium. • Un Director de I+D de Grupo Nutre
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services are responding to their browsers' Do Not Track signals. The 2013 amendments .... The Federal Trade Commission (FTC) has called for improved data ...
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The Historical Settings of the Austrian School of 

on the one hand, and the allegedly "modern" historical school as taught at the universities of the. German Reich on the other hand. Even if no political and ...
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The Historical Settings of the Austrian School of 

It is customary to trace the influence that the milieu exerted upon the achievements of .... than a relapse of his country into the spiritual inanity of the good old days. ..... But nowâ€”according to Enlightenment doctrineâ€”as man has become.
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the making of americans geschichte vom werdegang 

Are you looking for the making of americans geschichte vom werdegang einer PDF?. If you are areader who likes to download the making of americans ...
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Pressemitteilung zum Download - Out of the Box 

06.11.2013 - Rahmen, um die Neuheit im Messebau zu prÃ¤sentieren. VerwÃ¶hnt wurden die GÃ¤ste mit Fingerfood von Catering Tatmotiv und der Musik.
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31 ene. 2019 - The Catholic Diocese of Victoria in Texas and the ... de los sacerdotes que han servido en la Diócesis de










 


[image: alt]





Out of Body_DE 
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organization of business, and specifically to what appears to be a rapidly growing number of workers and firms that are, for all intents, â€œcaptiveâ€� to one bigger firm ...
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Bandbiografie Out Of Ashes 

und schickte Max Graue (Drums) aus Celle nach Oldenburg, der zunÃ¤chst auf Wohnungssuche versehentlich im Studio der Ã¼brigen Musiker Florian Gruber ...
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notice of privacy practices 

Under federal law, your patient health information is ... your care to the individual who is driving you home ... approp
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Worldcopyright Â© SchroÃ©n Muziekcentrale â€” Tel.: 0475â€”491989 PSâ€”O4 info@schrocnâ€”music.com â€”Postbus 3014 â€” 6093 ZG Hcythuyscn (Holland) ...
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Model Notice of Privacy Practices 

divulgaciones. Notificación de Prácticas de Privacidad • Página 1. P.O. Box 82038. Las Vegas, NV 89180 www.HealthyMindsl
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Praying the Most Holy Rosary 

(1) For our shepherd(s), Bishop Mark Seitz, (and Bishop N), that he (they) be holy ... (2) For the restoration and growt
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Translate the text into English. Die grÃ¶ÃŸte Sorge ist die gesellschaftspolitische Entwicklung Ã¶stlich der Elbe, konkret, die spÃ¼rbare Fremdenfeindlichkeit. Die Zahl rechtsextremistischer Gewalttaten ist im. VerhÃ¤ltnis zur BevÃ¶lkerungszahl im Os
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The Book the making of nature eine studie zur mentalitat der machbarkeit ihre auswirkungen auf die planungskultur is free to download and read online at ...
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Künstlers am Berliner Konzerthaus am Gendarmenmarkt zu sehen. Im März ließ Ai. Weiwei dann einen weißen Flügel in das „wilde“ Flüchtlingslager Idomeni in ...
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Wir sind ein reiches Land, wir mÃ¼ssen und kÃ¶nnen das schaffen. Wolfgang Bosbach, CDU-Abgeordneter im Bundestag. FÃ¼r mich persÃ¶nlich besteht neben ...
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desert visions and the making of phoenix 1860 2009 | Get Read & Download Ebook desert visions and the making of phoenix 1860. 2009 as PDF for free at The ...
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