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HEI! â€“ The Human Environment Interaction

ALOHA. â–«The performance of such collide-and-resend protocols is approximately doubled, if transmissions are synchronized to particular time-slots, and in this ... 
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Radio Frequency Identification - RFID „Tag wirelessly sends bits of data when it is triggered by a reader „Power source not required for passive tags „ a defining benefit „Superior capabilities to barcode: „Non Line of Sight „Hi-speed, multiple reads „Can read and write to tags „Unit specific ID
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RFID Frequencies
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RFID – Range of Passive Tags
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Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer



Frequenzbereiche und relevante Eigenschaften für RFID
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Radio Frequency Identification – RFID History „First Bar code patents in 1930s „First use of RFID device: „2nd world war - Britain used RFID-like technology for Identifying “Friend or Foe” „Harry Stockman - October 1948 Paper „Communication by means of reflected power (The proceedings of the Institute of Radio Engineers) „First RFID Patent - 1973 „First Bar Code 10 Pack Wrigleys Chewing Gum, 1974 „Auto-ID Center founded at MIT – 1999 „Standardization effort taken over by EPC Global (Electronic Product Code)
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Radio Frequency Identification – RFID 125 kHz (165 kHz) „Late 1980s: RFID-Projects gave initial boost „Logistics „Gas bottles „Beer barrels „Garbage cans „Container for toner (printer) „Laundry services
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Radio Frequency Identification – RFID 125 kHz (165 kHz) „Industry „Tool identification „Entertainment „Casino Roulette Chips „Access systems „Door locks „Working time recording
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Radio Frequency Identification – RFID 13,56 MHz „Late 1990s: Encryption and faster „Payment systems „Cafeteria, restaurants „Access systems / Events „Turnstile, Door locks „Stadium, Theme parks „Convention centers „Public transportation „Bus, underground, ferries (South Korea, London)
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Radio Frequency Identification – RFID 865 MHz „Late 1990s: Projects for UHF systems „Logistics „First projects had a poor hit rate (60%) „Expensive labels „National Identity „ID Card (China 1.300Mio, 2005/6) „License-plate number (50cm reading distance)
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RFID – ISO Standards
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RFID – Solutions „RFID pushing developments/decisions: „Wal*Mart mandate for RFID tags on all cases and pallets „U.S. Department of Defense policy for RFID tags on all cases and pallets „FDA (Food and Drug Administration) and Congressional interest in pharma „International Air Transport Association endorsement of UHF RFID for luggage tags „Emerging applications for sensor-based RFID to track freshness in pharma, food, and other perishables
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RFID – Rapid Growth of Market Conservative forecast for the value of global sales of active RFID systems and tags, 2005 to 2015 in millions of dollars excluding RFID enabled cellphones and Ubiquitous Sensor Networks (source: IDTechEx Ltd.)



Forecast of global real-time location services (RFID and RFID integration with other technologies) market by value in millions of dollars (source: IDTechEx Ltd.)
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RFID – Rapid Growth of Market „ Forecast of 2008 by ABI Reseach (industry research and analyst): „ predicts revenues for the overall worldwide RFID market of 15% compound annual growth rate between 2007 and 2013 „ total revenues will reach $9.7 billion in 2013. „ „Passive UHF sales currently account for 20% of overall RFID revenues, and there will be 45% unit growth annually for passive UHF tags through 2013“ (Liard, ABI Research).
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„ Die Technik von RFID-Systemen besteht im Wesentlichen aus zwei Hardwarekomponenten: „ Dem Transponder zur Datenspeicherung „ bestehend aus Mikrochip und Antenna „ Lesegerät zum Auslesen der gespeicherten Daten.



15



RFID – Basic Tag Operations „ Near field (LF, HF): inductive coupling of tag (transponder) to magnetic field circulating around antenna (like a transformer) „ Varying magnetic flux induces current in tag „ Modulate tag load to communicate with reader „ Far field (UHF, microwave): backscatter (“Rückstreuung” von Hohlraumresonatoren). „ Modulate (amplitude, frequency and phase) backscatter by changing antenna impedance „ Field energy decreases proportionally to 1/R



LF, HF



UHF
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RFID – Basic Tag Operations „ Das Lesegerät (Reader) erzeugt ein hochfrequentes elektromagnetisches Wechselfeld, welches die Antenne des RFID-Transponders (RFID-Tag) beleuchtet. „ In der Antennenspule entsteht, sobald sie in das elektromagnetische Feld kommt, ein Induktionsstrom. „ Dieser Strom wird gleichgerichtet und damit ein Kondensator als Kurzzeitspeicher aufgeladen, welcher für den Lesevorgang die Stromversorgung des Chips besorgt. Diese Versorgung übernimmt bei aktiven Tags eine eingebaute Batterie. Bei halb-aktiven Tags übernimmt die Batterie lediglich die Versorgung des Mikrochips. „ Der so aktivierte Mikrochip im RFID-Tag decodiert die vom Lesegerät gesendeten Befehle. „ Die Antwort codiert und moduliert dieser „Reader“ in das eingestrahlte elektromagnetische Feld durch Feldschwächung im kontaktfreien Kurzschluss oder gegenphasige Reflexion des vom Lesegerät ausgesendeten Feldes.
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RFID – Basic Tag Operations „ Damit sendet das Tag seine eigene unveränderliche Seriennummer, weitere Nummern des gekennzeichneten Objekts oder andere vom Lesegerät abgefragte Daten. So sendet das Tag selbst kein Feld aus, sondern verändert nur das elektromagnetische Sendefeld des Readers. „ HF-Tags verwenden Lastmodulation, das heißt, sie verbrauchen durch Kurzschließen einen Teil der Energie des magnetischen Wechselfeldes. Dies kann das Lesegerät, theoretisch aber auch ein weiter entfernter Empfänger, detektieren. Die Antennen eines HF-Tags bilden eine Induktionsspule mit mehreren Windungen. „ UHF-Tags hingegen arbeiten im elektromagnetischen Fernfeld zum Übermitteln der Antwort, das Verfahren nennt man Rückstreuung (engl. backscattering). Hier wird die elektromagnetische Welle entweder absorbiert (gegenphasiger Kurzschluss) oder mit möglichst großem gegenphasigen Rückstrahlquerschnitt reflektiert (Spiegel). Æ Backscattering
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RFID – Electronic Product Code (96 Bit)



Header - Tag version number EPC Manager - Manufacturer ID Object class - Manufacturer’s product ID Serial Number - Unit ID With 96 bit code, 268 million companies can each categorize 16 million different 19 products where each product category contains up to 687 billion individual units



RFID – Two types of field antennas „Linearly polarized „Greatest range „Narrow Beam „Circular polarized „Wider beam „Reduced Range „Alignment of antennas easier (vertical and horizontal reading)
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Elektromagnetische Wellen…. „ Als elektromagnetische Transversalwelle „ Diese Transversalwelle ist durch zwei Richtungen charakterisiert: „ Den Wellenvektor, der in Ausbreitungsrichtung zeigt, „ und den Feldvektor des elektrischen Feldes, der unter den angegebenen Voraussetzungen immer senkrecht auf dem Wellenvektor steht. „ Da der Feldvektor des elektrischen Feldes immer senkrecht zum Feldvektor des magnetischen Feldes steht, kann auch als zweiter Vektor für die Definition der Transversalwelle genutzt werden. „ Das lässt jedoch im dreidimensionalen Raum noch einen Rotationsfreiheitsgrad offen, nämlich die Rotation um den Wellenvektor (mit der Zeit).



Freiheitsgrad
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RFID – Linearly polarized antennas „ Unlike water waves, electromagnetic waves are not influenced by gravity, and the electric field can point in any direction in the plane perpendicular to the direction of propagation. „ It is most common to orient linearly polarized antennas either vertically or horizontally. However, any intermediate angle is also possible.
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RFID – Circular polarized antennas „ It is also possible for the direction of polarization to be time dependent. „ For example, the electric field can rotate around the axis of propagation as a function of time, without changing its magnitude, producing circularly polarized radiation.
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Ausflug: Überlagerung von Polarisation „ Jede beliebige Polarisation kann als Überlagerung zweier Basispolarisationen dargestellt werden. Daher können die lineare und die zirkulare Polarisation als Grenzfälle der elliptischen Polarisation aufgefasst werden, umgekehrt lässt sich aber auch jede elliptische Polarisation als eine Überlagerung einer linear- und einer zirkularpolarisierten Welle beschreiben.



Entstehung einer zirkularen durch zwei lineare Polarisationen



24



RFID – Why polarized antennas? „ many RFID tag antennas consist primarily of narrow wire-like metal lines in one direction. „ If the electric field is directed along the wire, it can act to push electrons back and forth from one end of the wire to the other, inducing a voltage used to power the IC and allow the tag to reply. „ If the electric field is directed perpendicular to the wire axis, it merely moves electrons back and forth across the diameter of the wire, producing negligible current, no detectable voltage at the IC, and thus no power.
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RFID – Why circular polarized antennas? „ When a circularly polarized wave impinges on a linear antenna, only the component of the wave along the antenna axis has any effect. „ Thus, a circularly polarized wave will interact with a linear antenna tilted at any angle within the plane perpendicular to the axis of propagation, but in every case only half the transmitted power can be received.
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RFID – Types of Tags „ Passive RFID-Transponder beziehen ihre Energie zur Versorgung des Mikrochips aus den empfangenen Funkwellen, oft als „Continuous Wave“ (CW) bezeichnet. Mit einer Spule als Empfangsantenne wird durch Induktion ähnlich wie in einem Transformator ein Kondensator aufgeladen, welcher den Tag mit Energie versorgt. Die Continuous Wave muss aufgrund der geringen Kapazität des Kondensators durchgehend vom Lesegerät gesendet werden, während der Tag sich im Lesebereich befindet. Die Reichweite beträgt hier einige wenige Millimeter bis zu einigen Zentimetern. „ Aktive RFID-Transponder sind batteriebetrieben, d. h. sie beziehen die Energie zur Versorgung des Mikrochips aus einer eingebauten Batterie. Normalerweise befinden sie sich im Ruhezustand bzw. senden keine Informationen aus, um die Lebensdauer der Energiequelle zu erhöhen. Nur wenn ein spezielles Aktivierungssignal empfangen wird, aktiviert sich der Sender. Nicht genutzt werden kann die Energie der Batterie für das Erzeugen des modulierten Rücksignals, dennoch erreicht man durch höheren Rückstrahlkoeffizienten beim Backscatteringverfahren aufgrund des geringeren Energieverbrauches an Feldenergie eine deutlich höhere Reichweite, die bis etwa 100 Meter betragen kann.
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RFID – Types of Tags „ Passive: „ Have no internal power supply. „ The electrical current induced in the antenna by the incoming radio frequency signal provides just enough power for the CMOS integrated circuit in the tag to power up and transmit a response. „ Most passive tags signal by backscattering the carrier wave from the reader (see UHF). „ This means that the antenna has to be designed both to collect power from the incoming signal and also to transmit the outbound backscatter signal. „ The response of a passive RFID tag is not necessarily just an ID number; the tag chip can contain non-volatile, possibly writable EEPROM for storing data. „ Passive tags have practical read distances ranging from about 10 cm (4 in.) (ISO 14443) up to a few meters (Electronic Product Code – EPC – and ISO 18000-6), depending on the chosen radio frequency and antenna design/size. „ Due to their simplicity in design they are also suitable for manufacture with a “printing process” for the antennas (< 1Ct./Tag).
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RFID – Antenna “Printing”



The lack of an onboard power supply means that the device can be quite small: commercially available productsexist that can be embedded in a sticker, or under the skin in the case of low frequency RFID tags. 29



RFID – Types of Tags „ Active „ Unlike passive RFID tags, active RFID tags have their own internal power source, which is used to power the integrated circuits and broadcast the signal to the reader. „ Active tags are typically much more reliable (i.e. fewer errors) than passive tags due to the ability for active tags to conduct a "session" with a reader. „ Active tags, due to their onboard power supply, also transmit at higher power levels than passive tags, allowing them to be more effective in "RF challenged" environments like water (including humans/cattle, which are mostly water), metal (shipping containers, vehicles), or at longer distances, generating strong responses from weak requests (as opposed to passive tags, which work the other way around).



30



RFID – Types of Tags „ Active „ In turn, they are generally bigger and more expensive to manufacture, and their potential shelf life is much shorter. „ Many active tags today have practical ranges of hundreds of meters (up to 500m/1500 feet), and a battery life of up to 10 years. „ Some active RFID tags include sensors such as temperature logging which have been used to monitor the temperature of perishable goods like fresh produce or certain pharmaceutical products. „ Other sensors that have been married with active RFID include humidity, shock/vibration, light, radiation, temperature, and atmospherics like ethylene. „ Active tags typically have larger memories than passive tags, as well as the ability to store additional information sent by the transceiver/reader.
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RFID – Types of Tags „ Semi-passive „ Are similar to active tags in that they have their own power source, but the battery only powers the microchip and does not broadcast a signal. „ The RF energy is reflected back to the reader like a passive tag. „ An alternative use for the battery is to store energy from the reader to emit a response in the future, usually by means of backscattering. „ The battery-assisted receive circuitry of semi-passive tags lead to greater sensitivity than passive tags, typically 100 times more. The enhanced sensitivity can be leveraged as increased range (by a factor 10) and/or as enhanced read reliability. „ The enhanced sensitivity of semi-passive tags place higher demands on the reader, because an already weak signal is backscattered to the reader. „ For passive tags, the reader-to-tag link usually fails first. „ For semi-passive tags, the reverse (tag-to-reader) link usually fails first. 32



RFID – Types of Tags „ Semi-passive „ Semi-passive tags have three main advantages „ 1) Greater sensitivity than passive tags „ 2) Better battery life than active tags. „ 3) Can perform active functions (such as temperature logging) under its own power, even when no reader is present.
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RFID – Basisarchitektur (1)



Grundfunktion eines passiven Responders mit induktiver Kopplung (meistens HF)



Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer
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RFID – Basisarchitektur (2) Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer



Grundfunktion eines passiven Responders im Backscatter Verfahren (meist UHF)
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RFID – Basisarchitektur (3)
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Tag Attachment



RFID Implant.



„ There are (in general) three different kinds of RFID tags based on their attachment with identified objects: „ attachable, „ implantable and „ insertion tags. „ In addition to these conventional RFID tags, Eastman Kodak Company has filed two patent applications for monitoring ingestion of medicine comprises forming a digestible RFID tag.



RFID-Sticker with BAR CODE on opposite side.
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Tagging positions „RFID tagging positions can influence the performance of air interface UHF RFID passive tags and related to the position where RFID tags are embedded, attached, injected or digested. „In many cases, optimum power from RFID reader is not required to operate passive tags. „However, in cases where the Effective Radiated Power (ERP) level and distance between reader and tags are fixed, such as in manufacturing settings, it is important to know the location in a tagged object where a passive tag can operate optimally. „R-Spot (Resonance Spot), L-Spot (Live Spot) and D-Spot (Dead Spot) are defined to specify the location of RFID tags in a tagged object, where the tags can still receive power from a reader within specified ERP level and distance.
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RFID – Readers
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RFID – Reader Implementation Challenges Requirements: „Reader must deliver enough power from RF field to power the tag „Reader must discriminate backscatter modulation in presence of carrier at same frequency „70db magnitude difference between transmitted and received signals „Interference between readers „Hugh volume of tag data „readers need to filter data before releasing to application (e.g. enterprise network)
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RFID – Possible UHF Reader Architecture
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RFID – Possible Digital Back End
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RFID – New class of Readers based on Intel R1000 RFID Transceiver chip



Intel® UHF RFID Transceiver R1000 http://www.intel.com/products/ embedded/rfid/r1000.htm
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RFID – Alien 9800 Developer Kit Alien 9800 Developer Kit „ Alien 9800 reader „ 2 circular antennas with cables „ Tag samples „ Serial cable „ Power supply „ Power cord Quick Reference Guide „ Quick Installation Guide „ Developer's kit software CD Case „ EPC Class 1, EPC C1G2; Future protocol include ISO 18000-6c, UHF battery
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Sirit UHF Reader Infinity 510 „ Frequenz: 860 - 960 MHz (ETSI und FCC) „ Standards: FCC Part 15, IC RSS-210, EN 55022, EN 300 220, EN 302 208, EN301 489, EN50354, EN 60950 „ Ausgangsleistung: bis 33 dBm (wählbar in 0,1 dBm Schritten) „ Antenne: 4 x extern 50 Ohm Port „ Antennenanschluss: 4 x TNC-RP reverse polarity „ Lesereichweite: 6-9 m in Abhängigkeit von Antenne und Transponder, ETSI Modus, ISO18000-6C Transponder „ Betriebsmodi Single Reader Mode, Multiple Reader Mode, Dense Reader Mode „ Diagnosefunktion: Antennenüberwachung einzeln pro Kanal, Temperaturüberwachung
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RFID – TAG Communication



Tag Environments „The proposed ubiquity of RFID tags means that readers may need to select which tags to read among many potential candidates, „or may wish to probe surrounding devices to perform inventory checks, „or, in case the tags are associated to sensors and capable of keeping their values, question them for environmental conditions. „If a reader intends to work with a collection of tags, „it needs to either discover all devices within an area to iterate over them afterwards, or „use collision avoidance protocols.
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Tag Environments „In order to read tag data, readers use singulation algorithm, resolving possible collisions and processing responses one by one: „Tree Walking „ALOHA
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ALOHA „Das Aloha-Protokoll ist ein Protokoll zum Auslesen von Informationen aus RFID-Transpondern. Das Lesegerät fordert damit alle Transponder in seiner Reichweite auf, nach einer Zufallszeit zu antworten. Kommt es dabei zu Kollisionen wird der Vorgang so lange wiederholt, bis die Informationen aller Transponder gelesen werden konnten. „Mit dem Aloha-Protokoll ist es möglich, viele RFID-Label auf engem Raum zuverlässig auszulesen. Die Entwickler haben sich vom ALOHA-Net (dem Vorläfer des Ethernet) inspirieren lassen. Daher auch die Namensgebung. „The most widely used singulation protocol for HF tags. „Originally used decades ago (1970’s) in ALOHAnet and very similar (somehow the base) to CSMAD/CD used by Ethernet. „In ALOHA, tags detect when a collision has occurred, and attempt to resend after waiting a random interval: 50



ALOHA
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ALOHA Illustration: A clock in an empty room provides time in milliseconds. A person (the reader) enters the empty room. Reader: someone here? the current time is “t”. Tag 1 and 2 enter the room. I have the following time slots: Tag 1 randomly selects t + 30. t + 10, t + 20, t + 30. Tag 2 randomly selects t + 10. please respond. The clock shows t + 10. Tag 2 says: two! Reader: be all quiet now! I select two. Tag 2: that’s me! I am two! Reader: do you have data to tell me, two? Tag 2: 12D25FB48C5A9E84, and I am two! Reader: ok, be quiet now, two … someone here? current time is „t“. I have the following time slots: t + 10, t + 20, t + 30. please reply. 52



ALOHA „The performance of such collide-and-resend protocols is approximately doubled, if transmissions are synchronized to particular time-slots, and in this application time-slots for the tags are readily provided for by the reader. „When the reader field is densely populated, ALOHA may make much less efficient use of available bandwidth than optimized versions of tree-walking. In the worst case, an ALOHA protocol network can reach a state of congestion collapse. „ALOHA protocol standardization on the way (Class 0 HF). „This has a performance of up to 200 tags / sec.
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Tree Walking „The most common method for UHF singulation is tree walking:



„ask all tags with a serial number that starts with either a 1 or 0 to respond. „If more than one responds, the reader might ask for all tags with a serial number that starts with 01 to respond, and then 010, .... „It keeps doing this until it finds all tags in the environment or the tag it is looking for. 54



Tree Walking „Security: This simple protocol leaks considerable information, because anyone able to eavesdrop on the tag reader can determine a tag's serial number. „Thus a tag can be (largely) identified so long as the reader's signal is receivable, which is usually possible at much greater distance than simply reading a tag directly. „Because of privacy and security concerns related to this, there are two more advanced singulation protocols, called Class 0 UHF and Class 1 UHF, which are intended to be resistant to these sorts of attacks. „These protocols, which are based on tree-walking but include other elements, have a performance of up to 1000 tags / sec.
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Tag Environment „Tags may be promiscuous, attending all requests alike, or secure, which requires authentication and control of typical password management and secure key distribution issues. „A tag may as well be prepared to be activated or deactivated in response to specific reader commands. „Readers that are in charge of the tags of an area may operate in autonomous mode (as opposed to interactive mode). „When in this mode, a reader periodically locates all tags in its operating range, and keeps a presence list with a persist time and some control information. When an entry expires, it is removed from the list.
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Auswirkungen von leitenden oder reflektierenden Objekten auf die Lesbarkeit von UHF-Etiketten



Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer
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Auswirkungen der Anbringung von UHF-Etiketten auf die Lesbarkeit



Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer 58



Auswirkung von wasserhalten Objekten auf die Lesbarkeit von UHF-Etiketten



Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer
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RFID Applications



RFID – Applications



Automated Vehicle Id Auto Immobilizers



• Isolated systems • Simple reads • Slow growth



Access Control 61



Animal Tracking



RFID – Applications Wal-Mart • June ’03 announcement • Pallet/Case tagging • Top 100 suppliers Jan ’05 • Other 30K by end of ’06 • 4 billion tags/year • 300k direct readers • 18 Million indirect readers



+



• End to end systems • Complex reads • Emerging market
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RFID – Future Applications



Conveyor Belt Dock Door



Handheld



Forklift



Smart Shelves 63



Printers Point of Sale



Führungs- und Störgrößen für die Signalerkennung und Programmierung Aus:Chr. Kern, Anwendung von RFID-Systemen, Springer 64



RFID – But: What about Privacy ?
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